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1.0 POLICY PURPOSE:

1.1 The purpose of this policy is to establish clear rules for the responsible, secure and transparent use of artificial
intelligence (Al) by the Village of Warfield. The policy is intended to support efficiency and service
improvement while protecting privacy, confidentiality, public trust, records integrity, cybersecurity and
human decision-making.

2.0 POLICY STATEMENT:

2.1 The Village may use artificial intelligence tools where they support municipal operations, improve
service delivery or assist staff productivity, provided that such use is lawful, ethical, transparent,
secure and subject to human oversight.

2.2 Al will be used to assist, not replace, responsible municipal decision making. Final accountability for
Village work remains with the employee, CAO or Council.

3.0 SCOPE:
3.1 This policy applies to all use of Al tools for Village business, including:
e generative Al tools that create or summarize text, images, spreadsheets, code, audio or other
content;

o Al features embedded in software such as Microsoft 365, Adobe, financial systems, planning
tools, asset management platforms or customer service systems;

e chatbots or automated response tools;

e algorithmic systems used to support analysis, prioritization, prediction, classification or
recommendations; and

e Al tools used by contractors or vendors on behalf of the Village.

4.0 PERMITTED USES:

4.1 Employees may use approved Al tools for low-risk administrative purposes, including:

e drafting or editing non-confidential correspondence;

e summarizing public information;
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brainstorming ideas;

improving grammar, tone or readability;

preparing first drafts of reports, procedures, templates or public education material;

analyzing non-confidential data;

creating meeting agendas, checklists or work plans;

translating or simplifying non-confidential public-facing material, subject to human review; and

generating formulas, code snippets or technical explanations, subject to review.

5.0 PROHIBITED USES:

5.1 Employees must not use Al tools to:

enter personal information into public Al tools;

enter confidential, privileged, security-sensitive or non-public Village information into public Al
tools;

make final decisions about employment, bylaw enforcement, permits, licenses, benefits,
procurement, taxation, utilities, land use, discipline or service eligibility;

generate or submit Council reports, bylaws, policies, contracts or legal documents without
responsible staff review;

impersonate another person;
create misleading, deceptive or undisclosed Al-generated public content;
bypass Village cybersecurity, records management or procurement controls;

process information where the employee does not have authority to access or use that
information; or

use personal Al accounts for Village business where Village-approved tools are available.

6.0 USE OF CONFIDENTIAL OR PERSONAL INFORMATION:

6.1 Personal, confidential or sensitive information may only be used with an Al tool if:

the tool has been approved by the CAO or designate;

privacy and security risks have been assessed;

a Privacy Impact Assessment has been completed where required;

contractual protections are in place where a third-party vendor is involved;

the information is not used to train public or vendor models unless expressly approved; and

the use complies with FIPPA and Village records requirements.

6.2 As a default rule: personal, confidential or sensitive Village information should NOT be entered into
public Al tools.

7.0 ACCURACY AND HUMAN REVIEW:

7.1 All Al-generated outputs must be reviewed before being used, circulated, published or relied upon. The
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reviewer must check for:

factual accuracy;

completeness;

currency;

bias or unfair assumptions;

proper tone and accessibility;

source reliability;

copyright or intellectual property issues;

consistency with Village bylaws, policies and procedures; and

compliance with legal, privacy and records obligations.

7.2 Al-generated content must not be treated as authoritative unless independently verified.

8.0 RECORDS MANAGEMENT AND FREEDOM OF INFORMATION (FOI)

8.1 Al prompts, outputs and related working materials may be Village records where they document
Village business, decisions, analysis or public service delivery. Employees must retain Al-related
records in accordance with the Village’s records management practices and applicable legislation.

8.2 Al tools must not be used to avoid records retention, FOI disclosure or accountability obligations.

Appendix A
Definitions

Artificial Intelligence / Al means software or technology that performs tasks commonly associated with
human intelligence, including generating content, identifying patterns, classifying information, making
predictions or supporting decisions.

Generative Al means Al that creates new content, including text, images, reports, code, summaries, emails

or analysis.

Public Al Tool means an Al tool available to the public or outside the Village’s approved technology
environment, including free or personal accounts.

Confidential Information includes non-public Village information, legal advice, labour relations
information, procurement information, security information, draft confidential reports, financial
information not yet released, third-party confidential information and any other information not
authorized for public release.

Personal Information has the meaning set out in BC’'s Freedom of Information and Protection of Privacy

Act.
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